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Death Groups:
from urban legends to moral panic



May 2016: an article in a national newspaper
“Novaya Gazeta”: “death groups” in social media
purposefully bring teens to suicide by means of a
dangerous “game”:

A teenager enters a special group in social media,
after that some “curators” who work under a specific
plan start sending her or him assignments (from
puzzles to demands to harm oneself), and thus bring
to suicide. Their final goal is to kill talented kids.
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SOURCES AND METHODS



DIGITAL ETHNOGRAPHY

9 months of participant observation
Over 50 groups
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DIGITAL FOOTPRINTS

e Verbal
e Visual
e Social

e classifiers




SEARCH ENGINES
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DIGITAL ARCHIVES
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DEATH GROUPS: FROM INSIDE



“THE GAME":
BETWEEN FEAR AND PARODY

* |n so called “death groups”, teens discuss
everything from pornography and naughty
jokes to problems at school. Everybody’s
waiting for “the game” to start.

* The “curators” start communication in private
chats and propose to play. All of them turned
out to be schoolchildren 12 to 14 years

 Some teens developed a kind of “catcherin
the rye” game
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KIDS PLAYING (WITH) DEATH

BeuHasa namaTb [eHucy n KatepuHe

Wudopmaums 777

Mockea

efHee oT Butanua H 21 Hoa 2016

3anwcK cooblwecTea

YUaCTHUKMA

TamboBCKUIA aneBaTop | AneBaTop CMepTU

Ipynna co3aaHa B NaMATb O TeX, KTO He HaLLénN BbIXOAa U3 3aMKHYTOrO Kpyra
CBOEro 04MHOYECTBA, He YCNbIWan CNOoB NOAAEPNKKM U NHO6BM, He BCTPeTUN
LPYXXeCKOro B3rNsga U NPOTAHYTON PYKU NOMOLLM.

Ipynna coagaHa Ana Tex, KTo MweT ApYXK6bi, B3aWMONOHUMAaHMA, BO3MOXHOCTH
BbICKa3aTLCA U HE YC/bIWaTL CMeX B oTeeT. Mbl He Boru u, Aaxe, - He spaun. Mbl
He 3HaeM yHUBepCanbHbIX COBETOB U peLenTos. Mbi Te, - KTO NPOTUB y6uBsatowero
paBHOAYLWMA.

XOTUTE NOCMOTPETH Ha XUBbIX CYMUMAHUKOB U Y3HATb, KaKue Cnocobbl CMEpTH
OHM 3[eCb 06CYXXAAI0T, - Bbl ByaeTe pasouapoBaHbl. 34ech 3TOro HeT.

370 3aKpbiTan rpynna
Tak-xe, [loporue yyacTHUKM, npolly cobniopaTh Bac, BHeCEHHbIe
AAMUHUCTPaTOPaMK NpaBuna Hallen rpynnbi:
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FUNCTIONS OF SUCH PRACTICES

» EXxperiencing psychological pressure and drive
* Feeling oneself “a chosen one” after fulfilling a

difficult quest
* Joining a “dreadful experience” through
commemoration of people who have commited

suicide

INITIATION THROUGH FEAR




EXPLORING MORAL PANIC



PANIC RESEARCH

 Cohen, S. 1972/1980. Folk Devils
and Moral Panics: The Creation
of the Mods and the Rockers.
Oxford: Basil Blackwell

 Goode, Erich, and Nachman
Ben-Yehuda (1994) “Moral
Panics: Culture, Politics, and
Social Construction.” Annual
Review of Sociology, vol. 20. Pp. leffrey S. Victor
149-171 '




(1) Fear of a certain danger

(2) Hostility towards groups which are accused In
creating this danger

(3) Attempts to destroy this group
(4) Communicating the danger to others

Key function of moral panic — review of the norms
of society and fixing them by repressive acts of
power



WHEN?
THE DYNAMICS OF MORAL PANIC
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May 2016-March 2017: panic gradually developed
through publications In press and social networks

Total number of media publications
(“Integrum” database)

2453

1618 I 1566
635
407 217
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February- March 2017: peak of moral panic

» Massive media publications

 Soclal ads in hypermarkets

* Medical inspections at schools

» Warnings about mass suicides sent out to
parents

* Laws limiting children’s access to internet
are designed

* Law about “death groups’ and arrests



WHO?
PROOFS AND VALIDITY



QUI PRODEST?
STAKEHOLDERS OF MORAL PANIC

GRASSROOTS MODEL ELITE-ENGINEERED MODEL

Gary Alan Fine 1992 Stuart Hall 1978
Goode, Ben-Yehuda 1994

INTEREST GROUP MODEL

Veroniqgue Campion-Vincent 2005




LEVEL 1. ACTIVISTS AND MEDIA

Recommendations for deciphering a teen’s behaviour:

v'Saving symbolic images: photos of whales, cats,
butterflies, unicorns (like death riding a unicorn), shoots

from high points in the city, like rooftops.
v'Publication of texts by certain poets, like S. Esenin, I.
Brodsky, catchphrases by authors of mystical books,

promoting suicide

January 2016: Pestov, Kuznetsova . =+
and Davydova have organized a non- ; | E | A
profit “Saving children from cyber 2 N -0 Q
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HA KOHY =
KTO CTOUT 3A NOAPOCTKOBLIMK CYULIMOAMU U “TPYIMNAMUA

May 2016: Publication by “Novaya g
Gazeta»



LEVEL 2. POLITICAL ELITES

The governor of Ulyanovsk region Sergey Morozov has
publicly claimed that in Russia there exists an underground
network which is “more dangerous than ISIS”. <> He has
told that this underground organization pays for each death

of a child, and “twice as much for the gifted kids”.

The governor of Krasnodar region Veniamin Kondratiev:
Big institutions overseas are working to destroy our youth.
If someone helps them here — he has to be taken and
punished.




REPRESSIVE LEGISLATION PROPOSED BY
AUTHORITIES

MU3Hb HA KOHY . A

ACTIONHVTE bHb 1 QUPEKTOP */IUM BE30MACHOMO 31" HALWIA
PHET ’\ 1" CTPAHA

access to the internet on the terms of
presenting one S passport, starting from

14 y.0.



LEVEL 3. SCHOOLS

Keep an eye on your children, follow their
correspondence, if they haven t yet learned
to delete history. Analyze their contact list in
case you notice someone whom you do not
know In the group. Because these online
groups, “‘Blue whale” and “Silent house” ...
they drive children to suicide.

(Teacher instructing parents. Moscow, 14.03.2017)



ALLEGED

VICTIMS

“DEATH GROUPS” CASE:
CYCLE OF FEAR AND SURVEILLANCE

LEVEL 3

MEDICS
LEVEL 1

ACTIVISTS

LEVEL 3 LEVEL 4

LEVEL 2
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SCHOOL

COMMON LANGUAGE AND IDEAS







HOW?
PROOFS AND VALIDITY



Moral panic Is the groups’ reaction to a
threat. Since this threat Is seen as real, the
members of the group feel the urge to
disseminate information

Three ways to convince:
code of validity



e APPELLATION to a vernacular or
Institutional authority

o IMITATION of texts of such
authorities

o FABRICATION of documents from
people/organizations that never
existed



FRIEND-OF-A-FRIEND

[ 've heard it today at my office. One of
my colleagues has a daughter, who Is
in 61" form [appr. 11-12 y.0.] . It turned
out that 8 kids from her class are In
“Blue Whale” groups, one girl has cut
her veins. School director has
cancelled afterschool groups <...>




APPEALING TO THE AUTHORITY
A parent WhatsApp group:

Dear parents, today a letter from
the police was received at school. It
was ordered to communicate to all
parents that on this Sunday group
WHALE plans an action with mass
suicides (5000 people). | recommend
to keep an eye on your children on
this Sunday, do not let them go
ANYWHERE alone, even to the next
house, to a shop, to a friend, etc.
<...> Maximum repost!!!
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AJIMHHHCTPAILHAA
[Harypexoro paitona Mockopekoit obnac
Yupanaenue obpazonanus
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Pyxosorrensu MbOY

O6 axuwn rpynost KHT

Yiaxaenmsie pyxosoureny!

Yopaaaerne obpasosanne apoumcrpanm larypesoro
MYHHIBIMAIMEOTO pafiona UHOPMIEPYCT RSC O TOM, 910 B
110 sockpecenne 12 mapra 2017x rpynma KHT (con. cers)
MIAHNPYeT MPOBCTH AKIINO ¢ MICCOBMM camoyOnicTeOM
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IMITATION: THE VOICE OF POWER

YITPABJIEHHE
10 OBPASOBAHHUIO, KYJILTYPE, CITOPTY U PABOTE
C MOJIOJIEXXBIO AJIMUHHUCTPALIMU I'OPOZICKOI'O OKPYTA
KPACHO3HAMEHCK MOCKOBCKOH OBJIACTH

¢ (495) 590- 42 - 90

Pykosonutensm obpazoBarenbHbIX
yupexieHui

VBaxkaeMble pyKoBoaHTE H!

Ha ocnosanun nucbma [nasroro ynpasnenus MBJI Poccun nmo MockoBeKoi
obnacTi coobMIak creayoLee.

B nocsieinee BpeMst BO MHOTHX ropoJiaX CTpaHbl MOABISETCS HHOOPMALHS O TOM,
YTO HapKOAENbUBI C LENbIO BOBJEYEHHS B CBOIO «Ce JeTeli NpeAnaralT UM B
pamkax GecruiaTHBIX aKUMI KPaCHBYIO XKBauKy Ha yiIHIe

B oauux roposax coobuaeTcs 0 ToM, YTO Ha XKeBayKe HMEeTca Hakeiika B Buie
Buunp-Tlyxa, B Apyrnx ropojax peub HACT O NMaKeTHKax Haanuceio Fans7.

BaxHO TO, YTO CONEPKHT KeBauka. B onHuX cayuasx — 310 repoHH, a B ApYrux
cnaiic. PeGenka npocar Tyt e nonpoGosars xBauky. M B ToM, ¥ B Apyrom ciayuae
MOMEHTAIbHOE TNpHBBIKAHHE rapaHTHpoBaHo. W pebGeHOK, KOTOPOro MONpOCHIH
TNPHBECTH IPYTa WA MPHHECTH 3a CiIeyiouyio xksauky 500 pyS., KoHeuHO caenaer
au6o To, 1HOO Apyroe.

OQHIHATBEHBIM JIAHHBIM, CIyYaH YNOTpPeONCHHs MACTHMH HApKOXBAaYeK
sagukcupoBanbl B page obnacteii: Jluneuxas, Kanyxckas, ockosckas. Ecte
M O HapKoKBaukax u u3 Tatapcrana
ITo MHEHMIO aKTHBHCTOB AHTHHAPKOTHYECKOrO JABHKEHHS, BAXKHO, 4TOOI 0coboe

BHHUMaHHE PacrpoCcTpaHeHHIO HApKOXBaYeK yAeJHIH B 00pa3oBaTeIbHbIX

YUpeRIACHHA
[Tpoury paccMOTpeTh  JaHHY0  MHQOpMAUMIO  TIpH TJIAHHPOBAHHH
npodunakTHyeckux pabor, a Tak ke A0BECTH HHPOPMALHIO JI0 poauTENeit

Hauaneuuk Ynpasnenus no

06pasoBaHuio, KyJIbType, CriopTy

H paboTe ¢ MOJIOZICKBIO A IMUHHCTPALMH

ropoackoro okpyra KpacHosnameHck ‘f?ﬁ'—df“ Cel Cece

MockoBckoit obnacTi HILEHKO

 Official blank paper

» Reference to the Ministry
of Internal Affairs

 Folklore content



Journalist: A letter from the
Ministry of Internal Affairs is
mentioned there. Was it actually
received?

Grishchenko: No, there was no
actual letter from the MIA. It
was on the internet. You know,
we didn’t check this
information, and the MIA is
now... well, they are not happy
about it. | was guided by the
idea that ... well, you know,
somehow... to prevent
harm...something like this.




FABRICATION
2 March 2017:TV show dedicated to “death groups”

CONTRACT
WITH
THE DEVIL

5. Subject (body and soul) has terminated its
function by the means of self extermination which
IS confirmed by the document # Issued on

“ 20 .




CONCLUSION

» Stakeholder groups have different interests but share
common worldviews (incl. urban legends), models and
language which enables inter-group solidarity

» Recruitment of new supporters is made using (a) urban
legend dissemination mechanisms and (b) imitating and
fabricating the voice of authority



WHY?
ISSUES OF CONTROL
AND UNCERTAINTY



SHARED ENEMY:
“DANGEROUS
INTERNET”

Since late 1990-s till present rumours and stories
circulated which told about the dangers of being
addicted to gaming technologies — from early
video games to social networks.



UNCONTROLLABLE MOBILE
INTERNET

A concerned mother: “I’'m going out with my
hands shaking and understand that our
children are totally unprotected! You drive
them to and from school and leave them
there, but the main danger is there with them
at all times, in their phones!”




DIGITAL NATIVES VS
DIGITAL IMMIGRANTS

96%0 teens have access to internet
25% check their social media every 30 min
27% spend over 5 hours daily online

46% junior schoolchildren were given a gadget
at the age of 1-3 years

56%0 kids keep some of their online activities
secret from their parents



Epiloque

“it 5 not serious, it was all faked
to bring Internet into discredit
and to allow parents to forbid

using internet or to scold us for
it

(Schoolchildren 14-16 y.o.
A rally at Vologda 26.03.2017)



